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MOJIO’)KEHHUE

Ob OBECHHEYEHHWH BE3OINACHOCTH NEPCOHAJIbBHBIX JIAHHBIX
INPH UX OBPABOTKE B HHO®OPMAIIHOHHBIX CHCTEMAX
NMEPCOHAJIBHBIX JIAHHBIX OBPA30OBATEJIBHOI'O YYPEX/IEHUS

. Hacrosumee [Ilonoxenue ycranaBnuBaer TpeCoBaHus K obecrnedeHHio
0€301aCHOCTH NEPCOHANBHLIX JAHHBIX TPH MX 00paboTke B MHMOPMALMOHHBIX
CHCTEMaX MEPCOHANBHBIX AaHHBIX B 00pa3oBaTe/bHON OpraHU3alHHy.,

Hacrosimee Ilonoxenne paspaboraHo B COOTBETCTBHM C TpeOOBaHUAMH
®enepansioro 3akona "O nepconansHbix gaHHbIX" M Ilonoxenus 06
obecrnieyenny 0e30MacHOCTH MEPCOHANBHBIX MJAHHBIX NpH WX obpaboTke B
MH)OPMAlMOHHLIX ~ CHCTEMaX  MEPCOHANBHBIX  JIAHHBIX,  YTBEPHKIACHHOIO
nocratosnerueM [Ipasurenscrsa P® ot 17 HosOps 2007 r. Ne781.

2. OcHOBHEBIE TEPMHHBI, HCTIONB3YeMEle B HacTosmeM [Tonoxennn:

1) nepconanbusie nanusie — mobas uHbOPMAaLHA, OTHOCAILANACS K OIpe/eieHHOMY
HITH ONpeeNseMOMY Ha OCHOBAHHH TakoH HH(OpPMauuM (H3HYECKOMY JIHILY
(cybBexTy nepcoHallbHBIX JAHHBIX), B TOM 4HCHIE ero (haMuiiHs, UMs, OTYECTBO,
TOJl, Mecsll, Jara W MeCTo pOXJAeHHs, ajpec, CceMeiiHoe, COLHAIBHOE,
HMYIIECTBEHHOE [0J0XEHHe, oOpasoBanHe, npodeccus, AOXOABL, Apyras
HH(pOpMaus;

2) obpaboTka MepcOHANBHBIX JaHHEIX — [eiCTBHA (OMepalHH) ¢ NMepCoOHATEHBIMU
JlaHHBIMH, BKIOYas cOop, cucTeMaTH3aUKIo, HAKOMJIEHHe, XpaHeHHe, YTOYHEHHE
(oOHOBNEHHE, HW3IMEHEHHE), MCIOJIL30BaHHE, pachnpocTpaHeHHe (B TOM 4YHCIe
nepejavy), obesnuuuBanue, ONOKHpOBaHHE, YHHYTOXKEHHE MEPCOHANBHBIX
JIAHHBIX;

3) pacnpocTpaHeHHe MNEPCOHANBHBIX JAHHBIX — AEHCTBHSA, HaNpaBlieHHbIE Ha
nepenadyy MNEepPCOHANBHLIX JaHHLIX ONpeaeNeHHOMY Kpyry usmn (mepemaua
MEPCOHANBHBIX JIaHHbLIX) WJIM HA O3HAKOMIIEHME C NEepPCOHANBHBIMH JAAHHBIMH
HEOrpaHH4YEHHOTO Kpyra JIHL, B TOM 4Hcie oOHapoj0BaHHE NepCOHANBHBIX
JlaHHBIX B CPEJCTBaX MacCOBOH HHGOpPMALMWH, pasMelieHHe B HH(OpMaIHMOHHO-
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TENeKOMMYHHKALIMOHHBIX CeTAX WIH NMpeloCcTaBleHne J0CTyna K NepCOHAIBHBIM
NAHHBIM KaKUM-JIH00 HHBEIM criocoboMm;

4) HCIONB30BAHME TNEPCOHAIBHBIX JA@HHBIX — JeHcTBHA (omepammu) ¢
IepCOHANLHBIME JaHHBIMH, COBEpIIAeMble B LENAX NPHHATHA PELICHWH WIH
COBEpIIeHUs! HHBIX [ACHCTBHH, MOPOKAAOUIMX IOPUAMYECKHE [OCJICACTBHA B
OTHOWIEHHH CYOBEKTa NEePCOHANBHLIX JAHHBIX WM IPYTHX JMI JMO0 HMHBIM
o6pa3oM 3aTparuBaronMx npasa U cBo6o/bl cyObeKTa NePCOHANbHBIX AaHHbIX HITH
JPYIUX JIH1L;

5) GnOKMpOBaHHE MEPCOHATBHBIX JAHHBIX — BPEMEHHOe mnpekpaiieHne cbopa,
CHCTEMAaTH3al[WH, HAKOTIJICHHS, HCIIOJIL30BAHUs, PACTIPOCTPAHEeHHS MEPCOHAIBHBIX
JIAHHBIX, B TOM YHCIIE HX Nepelayu,

6) YHHYTOXKCHME MEPCOHATLHLIX IAHHBIX - JIEHCTBHA, B PE3yJbTaTeé KOTOPBIX
HEBO3MOXKHO  BOCCTAHOBHTh  COJEP/KaHME  MEPCOHANbHBIX  [aHHBIX B
MH(QOPMAIMOHHON CHCTEME IEePCOHANIBHBIX AAHHBIX HIIH B pe3yibTaTe KOTOpPBIX
YHHUYTOXKAIOTCA MaTepHanbHbIe HOCHTEIH NIEPCOHAIBHBIX IAHHBIX;

7) undOpMALMOHHAS CHCTEMA MEPCOHANBHBIX JaHHBIX — HHOOpPMAIHOHHAS
cucTeMa, npejacTaBisiomas coboif  COBOKYNHOCTh [MePCOHANBHBIX JIAHHBIX,
cofepkammuxcsi B 6aze JaHHBIX, a TaKke WHOOPMALMOHHBIX TEXHONOIHH H
TeXHHYECKHX CpEACTB, [O3BONAIONIAX  OCYIIECTBAATH 00paboTKy — TaKux
NepCOHANBHBIX JAHHBIX C HCNONB30BAHMEM CPEICTB aBTOMATH3alWi Wi Oe3
HCTIOJIb30BaHHsA TAKHX CPEICTB (J1aee - HH(pOPMAIHOHHAS CHCTEMA)

8) TeXHMYECKHME Cpe/CTBA,  [O3BOJNAIONIME  OCYIIECTBIATH  06paboTKy
NEPCOHATBHBIX JAHHBIX — CPE/ICTBA BEIYMCIIHTENIBHON TEXHHKH, HH(OPMALIHOHHO-
BBIYHC/IMTEIbHBIE KOMIUIEKCHI M CETH, CPe/ICTBa M CHCTEMBbI NepeaayH, npHeMa H
06paboTKH nNepcoHaNbHBIX JIAHHBIX (CpeicTBA W CHCTEMbI 3BYKO3allMCH,
3BYKOYCHJIEHHS, 3BYKOBOCIPOHM3BEJEHHS, [EPEroBOPHBIE W  TEJICBH3HOHHBIE
YCTPOMCTBA, CPEACTBA HM3rOTOBIECHMS, THPAXKHPOBAHMS JOKYMEHTOB H JpyrHe
TeXHHuECKHe cpejcTsa o6paboTku peveBoil, rpaduueckoi, Buaeo- U OyKBeHHO-
nubpoBoii MH(OpMaUKK), NPOrpaMMHBIE CpPEICTBA (OMEpallHOHHBIE CHCTEMBI,
CHCTEMBI yrpaBieHus (a3aMH NaHHBIX W T.I.), CPEICTBa 3AUIMTHI MH(OPMALHH,
NpUMeHseMbIe B HHPOPMALIMOHHBIX CHCTEMAX.,

3. BesonacHOCTE NEpPCOHAIBHBIX JAHHBIX JIOCTHIAeTCs IMYTeM HCKIIOYCHHA
HeCaHKI[HOHHPOBAHHOTO, B TOM YHCIE CIy4aHHOro, JOCTyna K NepCOHAlbHBIM
JNaHHBIM, PE3y/JbTaTOM KOTOPOrO MOXET CTaThb YHH4YTOXEHHE, H3IMEHCHHE,
6aoxipoBaHKHe, KOHPOBaHKHE, PACIIPOCTPAHEHHE NIEPCOHAIBHBIX JaHHBIX, @ TAKKe
HHBIX HECAHKIMOHHPOBAHHBIX NEHCTBHH.

Be30nacHOCTh NMEpCOHANbHBIX JAHHBIX MpH uX 06paboTke B MH(OPMALHOHHBIX
cHcTeMax obecrneynBaeTes ¢ MOMOMUIBIO CHCTEMbI 3alAThl NMEPCOHANBHBIX JAHHBIX,
BKITIOYAIONIeHl OpraHu3aliHOHHbIe MEPBl W CPEJCTBA 3alHThl HHOOPMALHH (B TOM



qucne mudpoBanbHbie (xpunTorpaduueckue) Cpe/cTBa, cpejcTBa
MPEeIOTBPAIEHHA HECAHKIIMOHHPOBAHHOIO JIOCTYMa, YTEeYKH HHGOpMauud 0o
TEXHHYECKHM KaHajlaMm, NporpaMMHO-TEXHHYECKHX BO3/ICHCTBHH HA TEXHHYECKHE
cpenctBa 00paboTKM NEpPCOHANBHBLIX JIAHHBIX), @ TAKKe MCIONb3yEMBIE B
uHpoOpMaIMOHHOH cHcTeMe HHGOPMALMOHHLIE TEXHONOrHM, TeXHHYECKHe H
NporpaMMHbi€  CpPe/CTBA  JIOJDKHBI  y/IOBJIETBOPATh  YCTAHABIHBAEMEIM B
COOTBETCTBHH ¢ 3aKkoHOzaTenbcTBOM Poccuiickoit @enepaumu TpebGoBaHHAM,
00ecnevYnBaloUIHM 3alUTY HH)OpPMALIHH,

Jns obecneuenns 6€30MacHOCTH NMEPCOHANBHBIX AAHHBIX NpPH HMX 0OpaboTke B
HHPOPMAIIHOHHEIX CHCTEMAaX OCYIIECTB/ISETCH 3alluTa pedyeBoi MHOPMalMH K
uHpopmanuu, oOpabareiBaeMOl  TEXHWYECKHMM  CpEACTBAMHM, a  TaKke
uH(pOpMAIlHK, TNpeACTABIeHHON B BHAe HHOOPMATHBHBIX SIEKTPHIECKHX
CHTHAIOB, (PM3HYECKHX MNoJei, HocuTenel Ha OyMaKHOMH, MarHHTHONH, MArHHTHO-
ONTHYECKOH U MHOM OCHOBE.

4. Pabors nmo obecrnevennto Ge30MacHOCTH MEPCOHANBHBIX JAHHBIX NHPH HX
obpabotke B HHGMOPMALIMOHHBIX CHCTEMaX SBIAIOTCS HEOTHEMJIEMOH YacThio
padoT 1o co3aannio HHPOPMAHOHHBIX CHCTEM.

5. UndopmanuonHbie cHCTEMbl KIACCH(PHIMPYIOTCA B 3aBHCHMOCTH OT o6hema
obpabaThiBaeMbIX HMH MEPCOHANBHBIX JaHHBIX ¥ YIpo3 6e30MacHOCTH KU3HEHHO
B}CHBIM HHTEpPecaM JIMYHOCTH, obliecTsa U rocy1apcTaa.

lopsiox ~ mpoBenenns  knaccudukanm  MHOOPMALMOHHBIX  CHCTEM
yCTaHAaBIHBAETC CcoBMecTHO DejiepanbHoi cayxOoii MO TeXHHYECKOMY W
OKCMOpPTHOMY KOHTpomio, DenepansHoit cmyxboii GesomacHocTH Poccuiickoii
Denepann 1 MuHHCTEPCTBOM  MH()OPMAILHOHHBIX TEXHOJOTMH M  CBA3H
Poccuiickoli ®@enepaunu ([pukas Penepanvroii cayxObl MO TEXHHYECKOMY H
IKCMOPTHOMY KOHTpOmo NeS5, MenepansHoii ciyx0s1 Oe3onacnocti Poccuiickoii
@enepaunn No86 u MunucreperBa MHPOPMALMOHHLIX TEXHOJNOTHHA M CBA3H
Poccuiickoii ®eneparu Ne20 or 13.02.2008 r. "OG yrBepxieHHH HOpsKa
mpoBeeHHA  Kiaccupukaumu  MHOOPMALMOHHBIX CHCTEM  [EPCOHAIBHBIX
JAaHHbIX").

6. OOMeH nepcoHalbHBIMH JIaHHBIMH TIpH MX oOpabotke B MH(OPMAIMOHHEIX
CHCTEMaX OCYLIECTBIISETCS M0 KaHanaM CBS3H, 3al[iTa KOTOphIX obecrneunBaercs
nyTeM peajH3aliid COOTBETCTBYIOLIHX OPraHH3allHOHHBIX Mep W (MIH) myTem
MPHMEHEHHS TeXHHYECKHX CPEeJICTB.

7. Pazamenienne HH(GOPMALMOHHBIX CHCTEM, ClielMalibHoe 000py/10BaHKie W OXpaHa
MOMELIEHHH, B KOTOphIX Bejgercs pabora ¢ NEpcOHANBEHBIMH JIaHHBIMH,
opranmsaiug pexuma obecrieyeHus 6e30MacHOCTH B 3THX NOMEHIEHUSX IOJIKHEI
obecrnieuHBaTh COXPAHHOCTL HOCHTENEeH MNepCOHANBHBIX JaHHBIX M CPECTB
3alMTHl MHPOPMAIMH, a TaKkKe HCKIHOYATh BO3MOXKHOCTH HEKOHTPOIHPYEMOro
ITPOHUKHOBEHHS WITH [TpeObIBaHHs B 9THX NOMENICHHAX NOCTOPOHHHUX JIHIL.



8. OOpazosarenbHoe yupexaeHune o0s3aHo ofecneuuBaTh Oe30macHOCTE
NepcoHANbHbIX JaHHBIX NNPH HX 00paboTke B HHGOPMALIMOHHON CHCTEME

9. Ilpu obpaboTke nepcoHaNbHBIX JaHHLIX B HHOOPMAIIHOHHOH CHCTEME JOJDKHO
OBITH O6ecnedeHo:

a) MpOBEJEHHE  MEPONpPHATHIH,  HaNpaBleHHBIX HA  [PeJOTBPALICHHE
HECAHKIHOHMPOBAHHOTIO JIOCTYINA K MEPCOHAILHBIM JIaHHBIM M (MJIH) Tepenaun ux
JIMIaM, HE HMEIOILMM MpaBa J0CTyNa K TakoH nHpopManuu,

6) ceoespemenHoe oOHapyxkeHWe (AKTOB HECAHKUHMOHHPOBAHHOIO JOCTyNa K
NEePCOHANBHBIM JIAHHBIM;

B) HEJIOMyINEHHE BO3/ICHCTBUA HA TEXHHYECKHE CPEJCTBA aBTOMATH3UPOBAHHOM
o0paboTkH nNepcoHaNbHBIX JAHHBIX, B Pe3y/]bTaTe KOTOPOr0O MOXET OBbITh
Hapy1eHo HX (GyHKIIMOHUPOBAHHE;

I') BO3MOXHOCTh HE3aMEe/UTMTEJIbHOTO BOCCTAHOBJICHHS MEPCOHAIBHBIX JAHHBIX,
MOAHGDHUIHMPOBAHHBEIX WM YHHYTOXEHHBIX BCIEJACTBHE HECAHKIMOHHPOBAHHOIO
JIOCTYTIA K HAM;

) TIOCTOSHHBIM KOHTpPONAb 3a ofecnedeHHeM YPOBHA  3alMIIEHHOCTH
NEPCOHANBHBIX JAHHBIX.

10. Meponpustis no obecrieyeHnio 6€30MacCHOCTH NEPCOHANBHBIX JAHHBIX NPH HX
obpaboTke B HH(MOPMAIMOHHBIX CHCTEMAX BKJIIOHAIOT B ceds:

a) onpeneneHue yrpo3 6e30MacHOCTH NepcOHANBHBIX JaHHBIX MPH WX 00OpaboTke,
¢opMypOBaHHE HA HX OCHOBE MOJEIH yIpo3;

6) paspaboTky Ha OCHOBE MOIENM YIpO3 CHCTEMbl 3ALMTHI NEPCOHANBHBIX
JaHHBIX, ofecneynBaloled HelfTpaiHzauMIO NpeanonaraeMeix  yrpos ¢
MCTIONB30BAHHEM METOJOB H crnoco0OB 3aLUMTHl  [E€PCOHAIBHBIX JAHHBIX,
NPeIyCMOTPEHHBIX JUIS COOTBETCTBYIOLIETO K1Aacca HHPOPMALMOHHBIX CHCTEM;

B) NMPOBEPKY TOTOBHOCTH CPEIACTB 3allHTEI HH(l)OpMaL{HH K HCIOJIL30BAHHIO C
COCTaBJICHHEM 3aKJIFOYEHHH O BO3MOXHOCTH HX SKCIUTYaTalHH,

r) yCTaHOBKY M BBOJ B OKCIUTyaTAalMI0 CPEACTB 3allMThl HHPOpMAlLHH B
COOTBETCTBMM C IKCIUTYATALMOHHOM M TEXHUYECKO#H 1I0KyMeHTalHeil;

1) ofyquenne JHil, HCMONB3YIOUIMX CPeiCTBa 3alIMThl HHGOPMALHH, NPHMEHSeMBIe
B MHH(QOPMALIHOHHBIX CHCTeMax, NpaBuiaM paboTsl ¢ HHMH;

€) Y4eT MPHMEHSEMBIX CpPe/CTB 3alMThl HWHOOPMALMH, SKCIUIYaTAMOHHOH H
TEXHHYECKOH IOKYMEHTAlMU K HUM, HOCHTelIel NepCcoHaNbHBIX IaHHBIX;



K) y4er UMl JAONYIEeHHbIX K paboTe C mNepcOHaNBHBIMH [aHHBIMH B
UH(POPMAaLIHOHHOH CHCTEME;

3) KOHTPOJIb 3a COOJIOJEHHEM YCIIOBHH WCIOJIL30BAHMA CPEJCTB 3alHThI
HHQOpPMALIMH,  NPEAYCMOTPEHHBIX  JKCIUIyaTaLlHOHHOH M TeXHHYECKoi
JNOKYMEHTAaLHEH;

H) pazbupareNnbCcTBO M COCTABIIEHHE 3aKIMIOYEHWM Mo (aktaM HecoOmoneHHs
YCIIOBHH XpPaHEHHA HOCUTENICH MepCOHANLHBIX AAHHBIX, HCIONL30BAHUS CPEACTRB
3alMTEl  MHQOPMALMKM,  KOTOpBEIE  MOrYT  MpPMBECTH K  HAapyLIEHHIO
KOH(QUAEHIHANLHOCTH TIEPCOHANBHBIX [AHHBIX WIH JPYIHM HapyLICHUAM,
NPHBOJALIMM K CHHXXEHHIO YPOBHS 3aUIMILEHHOCTH [EePCOHANBHBIX NIaHHBIX,
paspaboTKy H NPHHATHE MEp [0 MNpPEeJOTBPALICHHIO BO3MOXHBIX ONACHBIX
NOC/IEACTBHH MOAOOHBIX HAPYIIEHHMIA;

K) ONHCAHHE CHCTEMB! 3allUThI NEPCOHANBHBIX AAHHBIX.

11. Jing pa3paboTKH M OCYILECTBIEHHS MEpONpHATHH M0 obecrnedeHunso
0€30MacHOCTH MEpPCOHANBHLIX JaHHBIX NMpH MX 00paboTke B MHGOPMAIHOHHOMN
CHCTEME Ha3Ha4YaeTcs JO/KHOCTHOe muuo (paboTHHMK), OTBETCTBEHHBIH 3a
obecneyense He30MaCHOCTH TEPCOHANBHBIX JIAHHBIX.

12, Jluna, n0oCcTYyn KOTOPHIX K NEpPCOHAIBHBIM JaHHBIM, 00pabarbiBaeéMbiM B
HHQOPMAIMOHHOH  cHCTeMe, HeoOXOOWM JUIs  BHITIONHEHHA  CIYKeOHBIX
(TpynioBbiX) 06A3aHHOCTEH, AOMYCKAIOTCS K COOTBETCTBYIOUIMM IEPCOHANBHEIM
JaHHBIM ~ HA  OCHOBAHMM  CNHCKA,  YTBEPKAEHHOrO  PYKOBOJHTENEM
00pa30BaTeNbHOrO YUPEKICHH.

13. 3ampocsl mosb3oBaTenell HHPOPMALHOHHOW CHCTEMBl Ha [OJy4YeHHE
MEepCOHANBHBIX JaHHBIX, BKIIOYas JIML, YKa3aHHbLIX B INyHKTe 12 HacTosuero
[Tonoxenus, a Takxe (akTsl NMpPeJOCTABICHUS MMEPCOHANBHBIX AAHHBIX MO ITHM
3anpocam PernCTpUpPYIOTCH ABTOMATH3WPOBAHHEIMH CpeicTBaMHu
HH)OPMAIHOHHOH CHCTEMBbI B JJIEKTPOHHOM JKypHasie obpamennii. Conepxanue
MEKTPOHHOTO XKypHana oOpallleHHH NepHoAHYecKH NMPOBEPSeTcs JNOKHOCTHBIM
manoM  (paboTHHKOM), OTBEeTCTBEHHBIM 32 obecrieyenue 6e30MacHOCTH
NEePCOHANbHBIX JTAHHBIX.

14. Tlpu obnapyxeHuu HapylleHWil MOpANKA NpPeJOCTABIEHHS TMEPCOHANBHEBIX
JaHHBIX 00pa30BaTE/IbHOE YUPEKAEHHE HE3aMEUIHTENBHO TMPHOCTAHABIHBACT
MPEAOCTABICHHE [IEPCOHANBHBIX JAHHBIX MOJNB30BATENAM HHOOPMAIHOHHON
CHCTEMBI JIO BBIABJICHHUS NPHYMH HAPYILIEHHH M YCTPAHEHUS 3TUX MMPHYHH.

15. Peanuzaums Tpebosanuii no obecnedenuio 6e30MacHOCTH MHGOPMAIMH B
CpeICTBax 3alMThl HHGOPMAIHK BO3IAaraeTcs Ha UX pa3paboTuHKOB.



16. K cpeacTsam 3ammThl MHMOpPMAlWH, TIPEJHA3HAYEHHBIM UIA obecneveHus
6e30MacCHOCTH TEPCOHANBHBIX JAHHBIX NpH MX 00paboTke B HH(OPMAUMOHHBIX
cHCTeMax, MpHaaralTcs  [paBWia  TOJB30BAHHA  3THMH  CPEJICTBaMH,
cornacosaHusle ¢ PenepanbHoil cayk60of MO TEXHHYECKOMY H SKCHOPTHOMY
koutpomo u MejepansHoi ciyxboit GesonacHocT Poccuiickoii @enepanyn B
npezaenax Hx rnoJHOMOYHH.

M3meHeHne  YCIOBHH  NpHMEHEHHs  CPEACTB  3alMThl  HH(OpMaLuw,
MpeAyCMOTPEHHBIX YKa3aHHBIMH  [MpaBH/IaMH, COIJIaCOBBIBaETCA C  ITHMH
denepanbHEIMU OPraHaMy HCITOMHHTEBHON BIIACTH B NPE/ieNiaX UX MOTHOMOYHIA.

17. Cpenctsa 3ammuTsl HHpOpMaUMH, NpeAHa3sHaYeHHbE s obecneveHHs
6e30MacCHOCTH MEepPCOHANBLHBIX JAHHBIX pH HX 0OpaboTke B HH(OPMALMOHHBIX
cHCTEMAaX, TMOJJIEXAT Y4YeTy C MCNOJb30BAHHEM MHIEKCOB MIIH YCIOBHBIX
HAMMEHOBAHHWI M PErHCTPaUMOHHLIX HOMepoB. IlepeyeHb HHIEKCOB, YCIOBHBIX
HAHMEHOBAHHII W pPErHCTPALHOHHLIX HOMEpOB ompeaenserca PexepanbHOM
ciyx60if TI0 TEXHHYECKOMY M 3KCIIOPTHOMY KOHTposo i PenepansHoi ciyx6oi
HezonacHoctu Poccuiickoii Menepatiny B npeieax uX MoJIHOMOYHH.
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